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Issues and Challenges of Cyber Security in Social 

Networking 

Ana-Maria COMAN 

University Politehnica of Bucharest, Romania 

comananamaria94@gmail.com 

 

Abstract 

In this paper will be discussed the concept of security and privacy in social media. Social 

networking websites such as Facebook, Instagram, Twitter and LinkedIn are the popular social sites. 

Social sites are the most common platform for people to communicate with their family, friends and 

to share thoughts, photos, videos and lots of information. Users are unaware of the privacy risks 

involved when they share their sensitive information on the social network sites. Security attacks 

continue to be a major concern of all users. This research deals with the different kind of attacks on 

social networks and their issues. 

 

Keywords: Cyber attacks, Social Networking, security issues, Cyber Security 
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Study of Cybersecurity and Notable Cyber Attacks 

Cătălin-Alexandru FRONE 

University Politehnica of Bucharest, Romania 

catalin.frone1@gmail.com 

 

Abstract  

Since the late 1980s cyberattacks have evolved several times to use innovations in information 

technology as vectors for committing cybercrimes. In recent years, the scale and robustness of 

cyberattacks has increased rapidly, as observed by the World Economic Forum in its 2018 report: 

"Offensive cyber capabilities are developing more rapidly than our ability to deal with hostile 

incidents. 
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Social Media and Its Data Privacy 
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Abstract  

Digital Data Privacy is one of the biggest issues in 21st century, with ever so growing social 

media platforms, and so much personal information already on the Internet (credit cards, bank 

accounts, private pictures, etc.) the threat is real. The year 2019 comes with a big deficit of cyber 

security experts, so you have to do your best in keeping private data secure. 
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Firewall Technologies. Advantages and Limitations 

Elena-Roxana COSTEA 
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Abstract 

Currently, most businesses are based on a more or less developed IT system. For daily 

activities, the organization needs to be able to connect to the Internet, possibly from a local area 

network (LAN). But, with the benefits of using the Internet, there are also the security risks the 

organization needs to minimize through appropriate measures and controls. Security issues arising 

from Internet use include hacker attacks, virus infection, malware, and spyware. Hackers can 

theoretically get into the organization's network and steal confidential data, damage the 

organization's computers or the entire local network, use the organization's resources to be an 

employee of the organization, etc. Thus, a necessary security measure at the level of any 

organization's network is the implementation of firewalls. This paper aims to describe what is a 

firewall, firewall types and technologies. The paper will not present types of firewall architectures 

and details of their deployment, as well as details of how to configure these devices. 
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Analysis of Cyber Attacks Against Computers and 

Networks 

Andrei-Marcel IONIȚĂ 
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Abstract 

A computer virus is a type of malicious software that, when executed, replicates itself by 

modifying other computer programs and inserting its own code. When this replication succeeds, the 

affected areas are then said to be "infected" with a computer virus. The term "virus" is also 

commonly, but erroneously, used to refer to other types of malware. "Malware" encompasses 

computer viruses along with many other forms of malicious software, such as computer "worms", 

ransomware, spyware, adware, trojan horses, keyloggers, rootkits, bootkits, malicious Browser 

Helper Object (BHOs), and other malicious software. This paper presents some of the existing 

Malware, how you can protect yourself against them and how to remove them. 
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Security of Electronic Transactions in E-commerce 

Laurențiu MODRIȘAN 
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Abstract 

The shopping via an online channel has grown exponentially recently. This is closely linked to 

the malicious applications targeting both customers and e-commerce providers. The attackers have 

discovered more and more effective ways to defend the security barriers. The hackers aim at personal 

information, transaction’s safety and also to fraud the payments. This paper’s purpose is to reduce 

the number of cybercrimes by presenting the most common online security threats, the risks involved 

in online banking activities and the most famous safety measures to be considered by every internet 

user. 
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Cyber Threats Related to Network Security 

Constantin DUMITRU 
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Abstract 

Network security is a method of preventing your computer network from the unauthorized user 

access, email spoofing, Trojan horses, denial of service, hacking, viruses, spyware and intruders etc. 

There are different securities mechanisms are being employed to protect the network. If a hacker gets 

control of your computer or network, he can send viruses or steal your company's confidential data. 

Similarly, if any computer in your network is infected with the viruses or spyware, all other computers 

will also be infected if no proper security system has been implemented. Securing a network is most 

important job description of the network administrators, security specialists, network engineers and 

IT managers. 
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A Study on Security of Information Systems 
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Abstract 

Alternatively referred to as cybercrime, e-crime, electronic crime, or hi-tech crime. Computer 

crime is an act performed by a knowledgeable computer user, sometimes referred to as a hacker that 

illegally browses or steals a company's or individual's private information. In some cases, this person 

or group of individuals may be malicious and destroy or otherwise corrupt the computer or data files. 

 

Keywords: cyber-attacks, cybercrime, malware 

 

 

References 

 

[1]. Alexander, Kent B., and Wood, Kristin L. "The Economic Espionage Act: Setting the 

Stage for a New Commercial Code of Conduct." Georgia State University Law Review 

15 (1999): 907–939. 

[2]. Baker, Glenn D. "Trespassers Will Be Prosecuted: Computer Crime in the 1990s." 

Computer Law Journal12 (1993): 61–100. 

[3]. Branscomb, Anne W. "Rogue Computer Programs and Computer Rogues: Tailoring the 

Punishment to Fit the Crime." Rutgers Computer and Technology Law Journal 16 (1990): 

1–61. 

[4]. Charney, Scott, and Alexander, Kent. "Computer Crime." Emory Law Journal 45 (1996): 

931–957. 

[5]. Goodman, Marc D. "Why the Police Don't Care About Computer Crime." Harvard 

Journal of Law & Technology 10 (1997): 465–495. 

[6]. Hatcher, Michael; McDannell, Jay; and Ostfeld, Stacy. "Computer Crimes." American 

Criminal Law Review36 (1999): 397–444. 

[7]. Lederman, Eli. "Criminal Liability for Breach of Confidential Commercial Information." 

Emory Law Journal38 (1989): 921–1004. 

[8]. Nimmer, Raymond T. The Law of Computer Technology, 2d ed. Boston: Warren Gorham 

Lamont, 1992. Pages 12-1–12-50. 

[9]. Parker, Donn B. Fighting Computer Crime. New York: Wiley Computer Publishing, 

1998. 

 

 

https://proceedings.cybercon.ro/


Proceedings of the International Conference on Cybersecurity and Cybercrime  Vol. VI / 2019 
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Ion GURAN 
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Abstract 

The primary objective of this article is to develop an economics-based analytical framework 

for assessing the impact of government incentives/regulations designed to offset the tendency to 

underinvest in cyber security related activities by private sector firms. IT financial systems are 

exposed to the many dangers that require consistent efforts to operate safely. In recent years, network 

and information security (NIS) risks have become more complex and their impact may vary from a 

small to very high range, including a domino effect. This paper is meant to analyze the modalities to 

secure and protect the financial sector firms from the many dangers in the online transactions. 

 

Keywords: financial sector security, cyber insurance, cyber security policy, cyber regulations 
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Abstract 

Over the last decades, there were lots of studies made on malware and their countermeasures. 

The most recent reports emphasize that the invention of malicious software is rapidly increasing. 

Moreover, the intensive use of networks and Internet increases the ability of the spreading and the 

effectiveness of this kind of software. On the other hand, researchers and manufacturers making great 

efforts to produce anti-malware systems with effective detection methods for better protection on 

computers. This paper presents a detailed classification of malware, specification of each type and 

malicious actions that cybercriminals are taking through them, in order to steal private information 

and damage users’ information systems. In the end, there will be more about different types of defense 

mechanism against certain malware, that will show protection and will make the system to be immune 

when an attack occurs. 
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of the template models found on the conference website. We will do the final formatting 

and all necessary format conversions of your paper. 

3. The papers will be submitted using our online interface. Please do not send your papers by 

email. 

4. The papers will be reviewed by two scientific reviewers, well-known in their domains of 

activity. Usually, it takes 1 to 3 months between the moment you finished your submission 

and a response is given by scientific reviewers. 

5. The papers will be sent back to the authors for corrections if the figures, pictures, or tables 

are not contained in the text or if the reviewers require modifications or supplementary 

information. 

6. The papers will be rejected if their scientific content is not adequate, if they don’t contain 

original elements and if they are not properly written in English. 

7. The bibliography must show the authors adequate documentation. At least 7-10 quality 

references should be cited.  

8. Citation standard is IEEE. Please read the IEEE Citation Reference from the website: 

www.ieee.org/documents/ieeecitationref.pdf. 

9. The whole responsibility for the calculation exactitude, experimental data, scientific 

affirmation, and paper translation belongs to the authors. 

10. The authors will declare on their own responsibility that the article or parts of it were not 

published before in other journals. 

 

More information: https://proceedings.cybercon.ro/index.php/ic3/author-guidelines 
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The Romanian Association for Information 

Security Assurance (RAISA) 

 

The Romanian Association for Information Security Assurance (RAISA) is a professional, 

non-governmental, non-partisan political, nonprofit, and public benefit association.  

 

RAISA AIM 

The aim of the Romanian Association for Information Security Assurance is promoting and 

supporting information security activities in compliance with applicable laws. 

 

RAISA VISION 

The vision of the Association is to promote research and education in information security field 

and to contribute to the creation and dissemination of knowledge and technology in this domain. 

RAISA has a strong representation at the national level, bringing together professors and researchers 

from top universities and Romanian institutions, PhD, master’s, and license students, as well as 

companies in the IT segment. 

 

RAISA OBJECTIVES 

To achieve the stated purpose, the Romanian Association for Information Security Assurance 

proposes the following objectives: 

- Collaboration with the academic community from Romania or abroad in order to organize 

conferences, scientific seminars and workshops for presenting the development and 

implementation of effective measures to improve information security. 

- Collaboration with research centers, associations, and companies from Romania or abroad, 

to organize informative events in information technology security field. 

- To perform specific programs for education and training of personnel involved in electronic 

information management (data processing, storage, security). 

- To ensure the dissemination of notice relating to existing vulnerabilities and nationally and 

internationally newly identified threats; to provide solutions for data restoration and policies 

to prevent and combat incidents based on the information provided by suppliers of software 

solutions. 

- To publish scientific journals for university staff, PhD students or master’s students, 

researchers, students, and other professional categories in the field of information security 

and cybercrime. 

- To grant awards, scholarships, or sponsorships to people with outstanding merits in the field 

of information security. 

 

Website: www.raisa.org 

Email: contact@raisa.org 
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RAISA Members Benefits 

RAISA MEMBERS 

The Romanian Association for Information Security Assurance (RAISA) is an organization that 

consists of: 

- Founding members - are individuals who have participated in the founding process of the 

Association, have agreed with the Statute of the Association at the date of establishment 

and are parts of the members’ category, with all their rights. The founding members pay 

annual membership fee and have the right to deliberative vote during the General Assembly. 

- Members - are individuals who have joined the Association after the date of establishment. 

The members pay annual membership fee and have all the rights, respecting the obligations 

stipulated in Statute of the Association. They have the right to deliberative vote during the 

General Assembly. 

- Honorary Members - can be scientists, professors, cultural or religious personalities, 

valuable professionals, who have rendered outstanding services to the Association. They are 

exempted from contributions and their vote is advisory. 

- Collaborators/Volunteers - anyone who wants to participate in Association activities 

without becoming a member. Their collaborations are on no-cost basis; they don't pay a 

membership fee and don't have the right to vote. 

 

 

RAISA MEMBERSHIP BENEFITS: 

- Free access to RAISA events. 

- Discount to workshops and conferences supported by RAISA. 

- Discount for professional courses organized by RAISA. 

- Possibility to be involved in RAISA projects and campaigns, support offered for research. 

- Free publishing for scientific articles in the International Journal for Information Security 

and Cybercrime (IJISC), indexed in international databases. 

- Discount for books and scientific studies promoted by RAISA. 

- The possibility of promoting the events on RAISA media channels: 

- www.securitatea-cibernetica.ro 

- www.securitatea-informatiilor.ro 

- www.criminalitatea-informatica.ro 

 

 

Get the most from your membership! 

www.raisa.org/raisa-members/ 

 

https://proceedings.cybercon.ro/
https://www.raisa.org/research-projects/
https://www.raisa.org/raisa-campaigns/
https://www.ijisc.com/
https://www.ijisc.com/
https://www.raisa.org/books-and-scientific-studies/
https://www.securitatea-cibernetica.ro/
https://www.securitatea-informatiilor.ro/
https://www.criminalitatea-informatica.ro/

